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Programmable  Logic  Controllers  for  Research  on  the  Cyber 
Security  of  Industrial  Power  Plants 


Dr*  Julian  finish i 


1  Lab  Development 

The  Defense  University  Research  University  Instrumentation  Program  enabled 
the  PI  to  develop  the  cyber  security  laboratory  at  Western  Washington  Uni¬ 
versity*  The  PI  acquired  industrial  control  systems,  mid  thus  built  a  research 
distributed  control  system  (DCS),  The  lab  was  developed  in  support  of  re¬ 
search  on  the  cyber  security  of  industrial  control  systems.  The  research  is 
being  done  by  the  principal  investigator  and  a  large  group  of  graduate  and 
undergraduate  students*  The  PI  is  also  developing  a  course  on  control  systems 
security,  and  thus  will  use  the  lab  to  support  classes  as  well.  The  blueprint  that 
we  had  designed  for  our  lab  is  depicted  in  Figure  1,  and  now  it  also  resembles 
our  lab.  A  DCS  is  used  to  monitor  and  control  in  real-time  physical  systems 
within  a  defined  geographic  location.  It  is  comprised  of  devices  and  network 
segments  distributed  through  various  layers,  namely  a  supervisory  level,  one 
or  more  intermediate  supervisory  levels,  and  a  field  level. 

At  a  supervisory  level,  system  operators  use  human-machine  interface  (IIMl) 
applications  to  send  requests  over  a  control  network  to  control  servers*  Those 
requests  require  that  the  receiving  device  supplies  process  data,  or  that  it 
propagates  process  set  points  down  to  lower  levels.  A  control  server  In  turn 
requests  process  data  from,  or  sends  process  set  points  to,  subordinate  con¬ 
trol  servers  at  intermediate  supervisory  levels.  Control  servers  at  the  lowest 
intermediate  level  poll  for  data  or  send  process  set  points  to  programmable 
logic  controllers  (PLCs),  which  receive  input  from  sensors  and  send  output  by 
generating  electrical  signals  in  order  to  drive  actuators. 
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Tablo  t  PLCs  in  our  lab. 


PLC 

Operating  System 

General  Electric  PACSystems  RXlii 

VxWorks 

Siemens  SIMATIC  37-1500 

Siemens  Proprietary 

ICS  protocols 

|  Quantity 

Minlhna,  Seri  ill  I/O,  SN11 

HI 

PROFtBUS,  PROP!  NET,  Modbus,  STcomni  |  7 

A  PLC  may  communicate  with  digital  sensors  or  actuators  over  a  network, 
which  is  referred  to  as  fieldbus.  Cominimicatious  over  control  networks  are 
conducted  via  protocols  such  as  ModBus,  Fieldbus,  Distributed  Network  Pro¬ 
tocol  v3  (DNP3),  while  fieldbus  cominun  lent  ions  are  conducted  via  protocols 
such  as  DevieeNet  or  ModBus, 

We  bought  PLCs  manufactured  by  General  Electric  and  Siemens,  as  de¬ 
tailed  in  Tabic  1.  The  distributors  were  CBPaelflc  and  WESCO,  respectively. 
V x Works  is  of  particular  importance  to  our  projects,  as  the  security  tools  that 
we  develop  require  deep  knowledge  of  the  operating  system.  We  have  received 
support  by  the  VxWorks  maker,  Wind  River,  which  has  donated  to  our  lab 
Vx' Works  virtual  machines  for  code  development,  as  well  as  VxWorks  docu¬ 
mentation.  The  S7  operating  system  is  also  of  interest  to  our  lab,  since  S7 
controllers  are  frequently  compromised  by  automated  attack  code. 

Internally,  these  PLCs  have  similar  architectures.  Their  internal  design 
follows  a  von  Neumann  architecture,  which  we  have  depicted  in  Figure  2. 
Figure  2  depicts  also  their  I/O  modules,  which  enable  them  to  receive  input 
from,  and  send  output  to  physical  processes  usually  through  electrical  signals. 
The  I/O  cards  of  these  PLCs  can  be  connected  through  wiring  to  sensors  and 
actuators.  'These  PLCs  may  also  communicate  with  sensors  and  actuators  via 
a  fieldbus  communication  network.  The  control  applications  of  those  PLCs 
may  bo  written  in  one  or  more  programming  languages  of  the  IEC-61I31-3 
industrial  standard.  The  C  and  C++  languages  arc  also  commonly  used  to 
program  these1  PLCs. 

Since  a  power  plant  always  includes  an  electrical  substation,  we  created  a 
computer  environment  that  is  similar  to  that  of  a  real-world  electrical  substa¬ 
tion.  We  bought  protective  relays  From  Schweitzer  Engineering,  The  distributor 
was  Peak  Measure,  The  main  characteristics  of  the  substation  testbed  in  our 
lab  are  summarized  iu  Table  2.  More  specifically,  the  SEL-487E-3  is  a  protec¬ 
tive  relay  that  can  monitor  and  protect  a  power  transformer  from  electrical 
faults.  It  runs  intelligent  algorithms  to  detect  various  types  of  faults,  and  can 
take  action  in  a  timely  maimer  hy  operating  electrical  circuit  breakers  and 
disconnect  switches.  The  SEL*421-4  can  perform  industrial  automation  func¬ 
tions.  It  includes  32  programmable  elements  for  local  control,  remote  control, 
automation  latching,  and  protection  latching.  A  SEL-421- 1  can  also  conduct 
various  functions  to  protect  overhead  electrical  transmission  lines  and  under¬ 
ground  cables. 

The  SEL-3355  conducts  multiple  substation  functions  Loo.  It  has  an  in¬ 
tegrated  human-machine  interface  (IIMI),  with  a  local  display  port.  In  this 
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Table  2  Substation  controllers  in  our  lab. 


Machine 

ICS  function 

ICS  protocol 

SEU3555 

Ail  tom  nt  it  i  u  coni  rol  ler ,  MM  1  v  isi  i  al  1  ■mat  it  >  u ,  dal  a  concent  rator , 

IEC  61850 

S  EL-487 E-3 

Transformer  protection  relay 

IEC  61856 

SEC'm-4 

Protection,  automation,  and  control  system 

IEC  61850 

Geuerat-piirpasHi  Windows  server 

OPC  server 

OPC,  IEC  61850 

Genera hpnrpose  Windows  client 

OPC  client 

OPC 

General-purpose  Windows  machine 

Development  and  testing 

ore,  IEC  01850 

work,  the  SEL-3355  was  used  as  a  real-time  automation  controller*  The  SEL- 
3355  polls  the  SEL-487E-3  and  SEL-421-4  to  collect  substation  data  Irani 
them.  The  network  communications  between  these  ICSs  take  place  over  the 
IEO  61850  protocol.  I  EC  61850  is  a  virtual  protocol,  and  thus  cannot  be  used 
alone  for  concrete  network  communications,  It  needs  an  actual  carrier  proto¬ 
col.  Consequently,  1EC  61850  is  mapped  to  a  protocol  stack  comprised  of  the 
Manufacturing  Messaging  Specification  (MMS),  TCP/IP,  and  Ethernet.  MMS 
was  designed  specifically  for  transferring  in  real  time  physical  process  data  and 
supervisory  commands.  MMS  has  object  models  and  services  that  can  easily 
accommodate  those  of  the  IEC  01 850  standard. 

Wc  integrated  an  engineering  server  into  the  substation  testbed.  The  engi¬ 
neering  server  hosts  an  OPC  server,  which  in  turn  runs  an  IEC  61850  protocol 
driver  to  get  substation  data  From  the  protective  relays.  The  IEC  61850  pro¬ 
tocol  driver  subsequently  stores  those  substation  data  hi  the  OPC  server  as 
data  items.  We  added  to  the  testbed  an  OPC  client  machine.  The  OPC  client 
application  has  a  graphical  user  interface  for  a  human  operator  to  enter  com¬ 
mands  using  a  keyboard  and  mouse.  All  machines  in  the  testbed  are  connected 
on  a  local  area  network. 


2  Equipment  Already  Used  in  Research 

The  PI  and  his  student  team  have  already  used  the  controllers  acquired  through 
the  funding  of  this  grant  to  support  applied  research  hi  the  lab.  We  ran  sev¬ 
eral  malware  experiments  in  the  testbed  shown  in  Figure  3.  We  obtained  those 
malware  samples  from  public  research  malware  repositories.  Furthermore,  wc 
emulated  the  data  interception  phase  of  a  malware  attack  on  a  protective  re¬ 
lay.  The  test  exploits  were  preceded  by  a  scanning  with  the  nmap  tool  of  a 
range  of  internet  protocol  (IP)  addresses  and  their  services  in  the  lab.  We  also 
emulated  the  malware  installation  phase,  in  which  the  exploit  injects  and  runs 
a  dropper  on  a  compromised  protective  relay  As  in  traditional  malware,  the 
dropper  is  responsible  for  installing  the  malware  modules  on  the  compromised 
protective  relay.  We  emulated  both  a  single-stage  dropper  and  a  dual-stage 
dropper.  The  single-stage  dropper  incorporated  the  emulated  malware  mod¬ 
ules  that  it  aimed  at  installing  on  the  compromised  protective  relay,  whereas 
the  final-stage  dropper  downloaded  those  modules  over  the  network  from  an¬ 
other  compromised  machine  in  the  testbed.  We  used  all  those  experiments  to 


4 


Hr.  Julian  H  radii 


validate  a  line  of  work  that,  creates  and  operates  decoy  I/O  and  industrial  mi¬ 
rage  to  intercept  at  various  ranges  the  ICS  malware  'hound  for  the  power  grid. 
Decoy  I/O  resemble  their  respective  counterparts,  and  arc  implemented,  in  the 
kernel  of  the  operating  system*  Industrial  mirage,  be.,  phantom  substation  tar¬ 
gets  for  ICS  malware  to  pursue,  is  realized  via  power  system  simulation  along 
with  l EC  01850  and  QPC  traffic  emulation.  The  approach  is  able  to  actively 
redirect  ICS  malware  to  decoys,  and  can  sustain  prolonged  interaction  with 
ICS  malware.  Currently,  the  controllers  are  being  used  in  our  lab  to  support 
several  other  research  approaches. 


3  Timeline  of  PI  Activities 

The  grant  had  a  duration  of  1  year,  and  began  around  the  end  of  the  summer 
2015.  In  September  2015,  the  PI  encountered  a  delay  in  the  processing  of 
his  work  visa  renewal,  with  the  consequence  being  that  he  could  not  work  at 
WWU.  Shortly  after  t  he  beginning  of  the  Fall  2015  quarter,  the  PI  entered  a 
period  of  unpaid  leave  of  absence,  which  took  most  of  the  Fall  2015  quarter. 
The  PI  returned  for  the  last  couple  of  weeks  of  the  Fall  2015  quarter,  however 
bad  to  spend  all  of  his  time  on  his  teaching  load.  A  back  up  of  assignments, 
quizzes,  and  exams,  was  created,  which  required  immediate  solution. 

The  PI  worked  in  the  Winter  2010  quarter  on  reviewing  industrial  control 
systems  from  several  vendors.  Elements  of  interest  were  the  operating  system 
details,  industrial  code  programming  environments,  industrial  communication 
protocols,  and  the  hardware  of  industrial  control  systems.  By  the  end  of  the 
Winter  2016  quarter,  the  PI  had  developed  a  list  of  industrial  control  systems 
that  could  support  research  projects  on  the  cyber  security  of  the  power  grid. 

In  the  Spring  201b  quarter,  the  PI  had  various  negotiations  with  NAYAK 
Corporation  about  buying  equipment  called  U  I  DS.  It,  is  a  single  platform 
machine,  but  quite  useful  in  terms  of  research  support  capabilities.  Most  of 
the  Universities  that  conduct  research  in  the  area  of  power  grid  cy  ber  security 
have  bought  one.  Finally,  NAYAK  Corporation  gave  a  demonstration  at  the 
University  of  Washington  in  Seattle,  department  of  electrical  engineering.  The 
PI  travelled  to  Seattle  to  attend  the  demo,  and  met  with  representatives  of 
NAYAK  Corporation  in  person.  After  a  day-long  scries  of  demos  and  meetings, 
the  PI  returned  to  WWU  with  final  negotiation  terms  on  the  part  of  NAYAK 
Corporation*  NAYAK  Corporation  was  very  generous  when  of  Feeing  to  donate 
the  software,  however  asked  that  we  buy  the  hardware  of  RIDS.  They  prepared 
a  quote,  amounting  to  almost  $1001v  The  PI  performed  an  assessment  of  the 
overall  situation,  and  deemed  t  hat  the  quote  was  prohibitive  for  our  current 
grant,  capabilities.  The  PI  decided  not  to  buy  RTDS  at  the  time,  however  will 
consider  it  hi  the  future  as  new  grants  may  be  won. 

The  Pf  spent  the  Summer  2010  quarter,  as  well  as  the  first  weeks  of  the 
Fall  2010  quarter,  on  negotiating  with  sales  representatives  of  various  control 
system  vent  lots.  Most  of  the  time  that  elapsed  was  due  to  the  sales  representa¬ 
tives  needing  time  to  prepare  the  quotes  for  our  consideration.  There  was  also 
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another  Factor  that  took  time,  namely  the  PI  asked  For  academic  discounts. 
That  needed  to  be  reviewed  and  approved  by  the  control  system  vendors,  and 
the  sales  representatives  could  not  do  much  except  relay  the  PPs  request  For 
academic  discounts  to  those  vendors.  The  last  weeks  of  the  project  were  needed 
by  WWU  for  internal  reviews  of  the  quotes,  as  well  as  for  the  processing  of 
the  purchase  orders. 
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Prepared  For 

Western  Washington  University 
516  High  Street 
Bellingham  WA  98225 
United  States 

Attention:  Julian  Rrushi 


Expiration  Date 

Terms 

FOB 

RFQ  or  Reference  ID 

11/30/2016 

Net  30 

Factory 

Additional  Notes 

Delivery  Notes 

Line 

Model  Number 

Qty 

Unit  Price 

Ext  Price 

1 

IC695CHS007 

7  Slot  Universal  Base.  Slot  0  limited  to  power  supply  (IC695PSxxx)  only  and  slot  6 
is  a  PCI  slot  only  <IC695xxx}(  Slots  1  through  5  support  both  PCI  and  high  speed 
serial  connection  (IC695xxx  and  lC694xxx) 

10 

$172.80 

$1,728.00 

2 

1C695PSA040 

GE  Intelligent  Platforms 

RX3I  Power  supply  120/240VAC,  GE  University  Training  Program  Special  Pricing 

10 

$218.52 

$2,185.20 

3 

IC695CPE305 

CPE305  single  slot  CPU  with  1.1  Ghz  processor  and  5  Meg  of  user  memory,  GE 
University  Training  Program  Special  Pricing. 

10 

$972.00 

$9,720.00 

4 

IC694ACC300 

Input  simulator  module,  16  points.  GE  University  Training  Program  Special  Pricing, 

10 

$118.44 

$1,184.40 

5 

IC694MDL940 

Output  module,  relay  2  amp  16  point,  non  isolated.  GE  University  Training  Program 
Special  Pricing. 

10 

$105.48 

$1,054.80 

6 

IC695ALG600 

UNIVERSAL  ANALOG  MODULE.  8  CHANNELS  OF  ANALOG  CONFIGURABLE 
FOR  THERMOCOUPLE, RTD,  RESISTIVE,  CURRENT,  OR  VOLTAGE.  2  ISOLATED 
GROUPS,  4  CHANNELS  PER  GROUP.  Terminal  block  ordered  separately.  GE 
University  Training  Program  Special  Pricing, 

10 

$430.92 

$4,309.20 

7 

IC695ALG704 

Analog  Output  Module,  4  channelsjhat  is  configurable  for  voltage  and  current, 
configured  for  Current:  0  to  20mA,  4  to  20mA;  Voltage:  +/-  10  VDC,  0  to  10VDC  per 
channel  non  Isolated.  Terminal  block  ordered  separately,  GE  University  Training 
Program  Special  Pricing. 

10 

$313.20 

$3,132.00 

8 

IC694TBB032 

Box  Style  High  Density  Terminal  Block  *  36  Connections.  GE  University  Training 
Program  Special  Pricing. 

20 

$20.88 

$417.60 

9 

ME90MBP001 

Machine  Edition  v9.0  Professional  Development  Suite  -  Annual  license  fee  per 
training  workstation.  GE  University  Training  Program  Special  Pricing, 

10 

£50.85 

$508.50 

10 

Freight-TBD 

Shipping  and  Handling  -  TBD 

1 

$0.00 

$0.00 

Prepared  by  Dale  Keisler  al  (425)  429-7782.  dale.keisler@cb-paciNc.com,  Account  Manager  is  Michelle  T  Hammer, 
Standard  CB  Pacific  lerrns  and  condi  I  ions  apply.  Click  hers  to  view. 
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Subtotal 

$24,239.70 

Tax  (0%) 

Total 

$24,239.70 

Prepared  by  Dale  Keister  al  (425)  429-7782,  da1e,keister@cb- pacific  .corn.  Account  Manager  is  Michelle  T  Hammer, 
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WESCO 


3  pages  including  this  sheet 


Date:  September  26,  2016 

To:  Julian  Rrushi,  Assistant  Professor 

Department  of  Computer  Science 
Western  Washington  University 

Copy:  Geoff  Davidson 

From:  Dan  Stewart 

Subject:  Special  Educational  pricing  on  bundled  hardware  and  software 

Wesco  is  pleased  to  provide  this  price  quotation  for  the  above  listed  topic.  Pricing  shown  does  not  include 
freight  or  sales  tax. 


Qty 

Catalog  Number 

Description 

Sell  Price 

Ext*  Sell 

10 

6ES7512-1CK00-4AB6 

S7-1512C  Training  Bundle 

$1,570.00 

$15,700,00 

Sub  Total 

$15,700.00 

Special  conditions  for  purchase  at  the  above  pricing: 

The  use  of  the  Hardware  and  Software  trainer  packages  is  restricted  to  public  and  private  vocational  schools,  technical 
high  schools,  Colleges  and  Universities,  the  promotion  of  Education  or  the  in-house  vocational  training  departments,  and 
non-commercial  research  and  non-commercial  training  institutions/enlities.  Furthermore  the  packages  can  be  used  for  in- 
house  vocational  training  departments  and  for  further  training  measures  in  commercial  companies/entities  for  the  purpose 
of  initial  training. 

To  purchase  a  trainer  package,  you  need  to  sign  an  additional  agreement,  which  you  can  obtain  from  your  regional  sales 


office. 

Payment: 

Net  30  Days  from  Invoice 

Freight: 

Prepaid  and  Added  to  Invoice 

FOB: 

Origin 

Delivery: 

Stock  to  4  Weeks 

This  quotation  is  good  until  October  1st,  2016.  Siemens  is  having  a  price  update  effective  on  October  1sl  2016. 
Pricing  may  not  change,  but  it  is  possible  that  it  will.  The  warranties  that  apply  are  those  offered  by  the 
product’s  manufacturer.  We  will  repair  or  replace  any  defective  products  we  provide  if  product  is  within  the 
manufacturer’s  warranty  period.  All  sales  are  subject  to  Wesco  Distribution’s  standard  Terms  &  Conditions  of 
Sale. 


Wesco  *  951  Monster  Road,  llenton,  WA  98057 
Telephone  *  425  203-7800  •  Fax  425-793-5159 

h  M  p;  //  nw.  a  iitomat Ion  .wesco.  com  /branches/Seal  lie 
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Thank  you  for  this  opportunity  to  provide  pricing  information  for  your  project.  Please  do  not  hesitate  to  call  me  if 
you  have  any  questions. 


Sincerely, 

Dan  Stewart 

Industrial  Automation  Specialist 
(360)  791-5836 


Wesco  *951  Monster  Road.  Renton,  WA  98057 
Telephone  »  425-203-7800  •  Fax  425-793-5159 

htt»:  /  /  nw.automaUon.wesco.com/branclies/Seat  lie 
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1.  WEgCO’S  Terms  aqd  Gonrtlltoog  Control  ftgresmgni 

A  These  ianns  and  conclitkxia  are  incorporated  into  am!  made  a  part  of  ihe  agreement  or  proposal  ('Agreement")  Ity 
WESCO  Dislribution.  Inc  and  any  t>[  its  ttomtsLic;  siibsidtoiles,  unincorporated  divisions  or  affiliates  (“WESOn")  to  sell  to  lire 
named  Buyer  Lire  goods  referenced  oil  tfia  face  of  this  document  ("Goods*)  and  services  (Including.  without  Imiiiainn  any 
material  management,  assembly  and  killing  services.  and  engineering  and  design  services  (whether  performed  fjy  WESCO 
or  a  subcontractor))  r&lerencad  on  the  race  of  ihe  document  ('Services')  Die  Agreement  expressly  limits  Buyer's 
acceptance  to  these  terms  and  conditions  Buyer  im y  reject  the  Agreement  by  not  ordering  or  receiving  any  Goods  or 
Sarvxtes  The  Agreement  does  not  constitute  an  acceptance  by  WESCO  ol  any  oiler  or  counteroffer  o(  Buyer,  and 
WESCO  hereby  rejects  any  additional,  different,  or  inconsistent  terms.  condiimns  or  Hmitolions  oonifaned  in  or 
incorporated  by  reference  in  any  forms,  purcfiase  orders  or  other  documents  of  Buyer  ti  rat  already  have  been  or 
hereafter  may  he  presented  to  WESCO  with  respect  to  lire  Agreement 

6.  I T  Boyer  has  submitted  en  wifi  submit  additional  and*r  different  terms  and  amdiiions  to  WESCO,  or  stem  m  a 
counteroffer  to  WESCO.  WESCO'a  suteequenl  performance  win  net  bu  con* imed  as  fattier  acceptance  of  Buyer's 
additional  andtor  different  terms  and  ora  tori  ions  or  Buyer's  counteroffer,  nor  wifi  WE  SC  Os  subsequent  performance  be 
viewed  as  a  willingness  to  accept  any  provision  dt  toe  Uniform  Commercial  Code,  as  adapted  hy  any  State  or 
Commonwealth,  that  b  contrary  ur  in  addition  to  any  of  the  terms  and  condiLiorts  ttafeol. 

2-  Frtcoa. 

A  Unless  oiheiwisa  agreed  to  by  WESCO  hi  wrnmq.  WE  SCO's  prices  far  ihe  Goods  and  Services  will  be  the  iwcas 
stated  on  the  face  ol  this  document  or  WE  SCO's  standard  prices  for  such  Goods  and  Services  as  of  the  dale  hereof, 
provided  that,  where  standard  prices  for  Goods  In  Ihe  quantities  ordered  as  calculated  hy  WESCO  extend  beyond  two 
decimal  pieces,  WESCO  si  mil  round  such  prices  for  Goods  lo  the  nearest  two  decimal  places  for  purposes  of  determining 
Buyer's  payment  obtigallon  wilh  respect  to  such  Goods;  provided  faiwaver.  Iliol  WESCO  may  change  the  puce  for  toe 
Goods  and  Services  in  accordance  with  any  change  lo  its  standard  pricing  for  such  Goods  arid  Services  prior  to  the  date  or 
shipment  of  Goods  or  perfaimance  of  Services,  as  the  case  may  he 

B.  The  prices  of  any  and  all  Goods  and  Services  shall  Iki  cunfkfemiaL  and  Buyer  shall  not  disclose  si ich  juices  to  any 
unrelated  I  bird  party  WESCO  and  Buyer  acknowledge  and  agree  thal  money  damages  for  any  and  all  breaches  of 
Buyer's  obligation  not  lo  disclose  ihe  price  of  any  Goods  or  Services  rs  both  IncBlcutobfa  and  insufficient  and  that  any 
such  breach  would  irreparably  harm  WESCO  Therefore,  In  tire  erven*  of  am  aduat  or  prospective  breach  of  the 
obligation  of  Buyer  not  to  dispose  the  prices  of  any  Goods  and  Services,  WESCO  shall  bu  entitled  to  a  permanent 
andtoc  a  preliminary  injunction  to  prevent  or  remedy  such  breach  and  shall  have  the  right  to  specific  enforcement  of  this 
Agreement  against  Buyer  in  addition  to  any  other  remedies  to  which  WESCO  may  be  entitled  at  law  or  In  equity 

3.  Specifications  Unless  WESCO  has  expressly  agreed  otherwise  in  writing,  II  is  Buyer's  responsibility  to  ensure  that 
the  Goods  and  Services  ere  ihe  ones  that  it  has  requested  and  that  all  specjlioaiions  and  quantities  are  correct 

WESCO  HEREBY  EXPRESSLY  DlSCLAJMS  ANY  AMO  ALL  REPRESENTATIONS  AND  WARRANTIES  THAT 
GOODS  AND  SERVICES  CONFORM  TO  ANY  SPECIFICATIONS.  DRAWINGS.  DESIGNS.  OR  SAMPLES. 

4  Shipment  of  GoodTi  FtrfQfmflnc?  of  S9!Y^£5 

A.  Shiprneni  of  alt  Good*  shall  be  made  F  CJ  B  point  ol  riiipnieM  (Ex  Works  WESCO's  facility  per  INCOTERMS 
2000  for  international  shipments).  Buyer  shall  bear  the  risk  ol  loss  and  damage  to  Goods  after  delivery  to  ihe  point  of 
shipment 

B.  Any  shipping  dales  for  Goods  or  performance  dates  tor  Services  given  In  advance  of  actual  shipment  dl  Goods 
or  performance  of  Services  are  WESCO's  best  estimates  for  Informational  purposes  only,  and  deliveries  of  Goods  end 
performance  of  Services  will  be  marie  sulijecl  to  prior  Orders  On  fife  with  WESCO  Unless  faherwisB  agreed  to  by 
WESCO  in  witling.  WESCO  may.  in  its  sola  discretion,  use  any  commercial  carriers  for  shipment  ol  the  Goods 
WESCO  will  use  its  reasonable  efforts  to  comply  wish  Buyer's  requesns  a*  to  method  and  route  ol  transportation,  but 
WESCO  reserves  the  right  to  use  art  alternate  method  or  route  of  transportation,  whether  or  not  at  s  higher  rare 

C  Unless  otherwise  agreed  lo  by  WESCO  in  writing.  Buyer  will  pay  ell  insurance  costs  in  connection  with  delivery 
of  Hie  Goods,  if  any,  and  be  responsible  for  filing  and  pursuing  claims  with  carriers  for  toss  of.  Or  damage  to.  Goods  In 
transit 

D  Buyer  is  responsible  tor  obtaining  ai  its  sole  coot  and  expense  any  and  aU  necessary  licenses  and  pen  nils  for 
the  Goods  and  Services,  including,  without  limitation,  any  licenses  and  permits  for  transportation 

E.  If  Buyer  is  unable  to  receive  rha  Goods  when  they  are  tendered.  Buyer  will  be  liable  to  WESCO  lor  any  tosses, 
damages,  or  additional  expenses  incurred  oc  suffered  by  WESCO  as  a  result  of  Buyer's  kiabihty  to  recede  the  Goods 

F.  Buyer  immediately  wilt  Inspect  nil  Good*  upon  its  receipt  of  them  and  will  be  deemed  to  accept  the  Goods  upon 
receipt  Any  claims  for  shortages  or  disci  epanries  will  be  waived  by  Buyer  unless  made  in  writing  to  WESCO  within 
five  days  of  receipt  ol  die  Goods 

G.  For  wire  and  cable,  delivery  length  tolerance  is  t  JCfife.  Cuttrng  and  Red  charges  will  apply  when  Oliver  than 
standard  manufacturer  lengths  are  requested  and  delivery  lead  times  may  be  adjusted. 

H.  WESCO  may  cancel  in  whole  or  in  part  any  order  tor  Goods  nr  Services  tintfei  the  Agreement  at  any  time 

I.  Unlit  Buyer  has  fully  and  linally  paid  all  amounts  owed  to  WESCO  tor  any  Goods,  Buyer  shall  liokt  such  Goods  in 
trust  for  WESCO.  and  WESCO  may  repossess  them  if  Buyer  fails  to  pay  for  Ihem  in  a  timely  fashion 

5,  Payment 

A.  All  payments  for  Goods  and  Services,  must  be  made  in  United  Stales  currency  unless  specified  In  writing  by 
WESCO  Payments  lor  Goods  and  Services  wll  be  made  by  such  means  as  WESCO  may  specify,  such  as  by  check 
or  wire  transfer  provided  that  WESCO  may  refuse,  in  Hs  sole  discretion,  payment  by  any  means,  inducing,  without 
bmitution,  credit  cards. 

B.  Payment  (or  Goods  end  Services  is  due  within  3fl  days  from  the  date  of  WESCO's  invoice;  provided  however, 
dial.  WESCO  reserves  lire  right,,  in  ns  sole  discretion,  to  require  fall  payment  in  cash  before  order  entry,  shipment,  or 
delivery 

C.  WESCO  shall  have  ihe  nghi  to  offset  any  and  ats  amounts  due  and  owing  from  WESCO  to  Buyer  under  ihis 
Agreement,  including,  without  timifation,  any  chargebacks  or  rebates,  against  any  amounts  due  and  awing  from  Buyer 
to  WESCO  under  ibis  Agreement 

O.  If  Buyer  defaults  in  payment.  Buyer  will  lie  liable  tor  all  coHeclion  costs  Incurred  by  WESCO  including,  hut  not 
limited  to,  attorneys'  and  cofleclkm  agency  fees,  and  air  i  eta  led  disbursements 

E.  If  Buyer  does  mol  pay  when  payment  is  due.  past  due  amounts  are  subject  to  service  charges  of  one  and  a  hall 
percent  (I  tift)  per  month  or  tlie  maximum  peroenfage  rate  permitted  by  law.  wtuctiever  is  less 

6,  Taxes.  The  purchase  price  of  the  Goods  and  Services  does  not  include  transportation  lanes  and  sales,  use 
excise.  Import  or  any  similar  rex  or  olher  governmental  ubaipe  arising  pursuant  lo  or  in  connection  with  Ihe  sate, 
purchase,  processing,  delivery,  storage,  use.  consumption,  performance  or  transportation  ol  Hie  Goods  and  Services 
Buyer  is  responsible  tor  payment  of  any  transportation  faxes,  and  any  present  nr  future  sates,  use,  excise,  Import  m 
any  similar  lax  or  other  governmental  charge  applicable  to  if»  Agreement  and  to  the  sale  amlfor  furnishing  of  the 
Goods  and  Sarvicas. 

7-  Cancellation.  Buyer  may  cancel  Jes  order  for  Goods  and/or  Services,  but  only  if  WESCO  agrees  to  such 
cancellation  in  writing  and  only  after  Buyer  pays  reasonable  charges  for  expenses  already  incurred  and  commitments 
made  by  WESCO  in  connaction  wilh  the  piecemeal  ol  such  orcter(s) 

a  Disclaimer  of  Warranties  WESCO  HEREBY  EXPRESSLY  DISCLAIMS  AND  EXCLUDES  ANY  AND  ALL 
REPRESENTATIONS  AND  WARRANTIES,  WHETHER  WRITTEN  OR  ORAL.  WHETHER  EXPRESS  OH  IMPLIED, 
WHETHER  ARISING  BY  CONTRACT,  AT  LAW,  IN  EQUITY,  BY  STRICT  LIABILITY  OR  OTHERWISE,  WITH 
RESPECT  TO  THE  GOODS  AND  SERVICES,  INCLUDING,  BUT  NOT  LIMITED  TO.  ANY  WARRANTY  OF 
MERCHANTABILITY.  ANY  WARRANT  AGAINST  DEFECTS  IN  DESIGN,  MATERIALS  AND  WORKMANSHIP.  ANY 
WARRANTY  OF  FITNESS  FOR  A  PARTICULAR  PURPOSE.  ANY  WARRANTY  AGAINST  REDHIBITORY 
DEFECTS,  ANY  WARRANTY  OF  GOOD  TITLE,  AND  ANY  WARRANTY  AGAINST  INFRINGEMENT  OF  THIRD 
PARTY  INTELLECTUAL  PROPERTY.  INCLUDING,  WITHOUT  LIMITATION,  ANY  PATENTS.  TRADEMARKS,  OR 
COPYRIGHTS.  WESCO  shall,  however,  if  given  prompt  written  notice  by  Buyer  of  any  claim  of  alleged  patent, 
trademark  or  copyright  infringement  wllh  respect  to  any  Goods  use  its  reasonable  efforts  to  secure  for  Buyer  such 
indemnity  rights  as  the  manufacturer  may  offer  wilh  respect  to  such  Goods 

9,  Exclusive  Remedy.  Buyer's  EXCLUSIVE  remedy  against  WESCO  for  any  dairn  for,  or  arising  out  of  any  in  a  Good 
tendered  to  Buyer  Is  the  repair  nr  replacement  ol  tile  Gnod.  or  alternatively,  at  WESCO's  sola  etedkm.  a  refund  of  Hie 
purchase  price  of  toe  Good  Buyer's  EXCLUSIVE  remedy  against  WESCO  arising  out  of  any  defect  in.  or  in 
connection  with,  any  Service  provided  hereunder  is  the  re  performance  of  thsl  Service  or,  at  WESCO's  Sate  election,  a 
refund  of  rhe  purchase  price  of  the  Service  Those  remedies  only  will  Oflfy  bo  available  to  Buyer  for  one  year  after  Ilia 
Good  is  tendered  or  Service  is  provided  lo  Buyer,  and  WESCO's  obligations  under  this  Section  &  will  he  void  unless 
Buyer  provides  WESCO  with  notice  of  Ihe  delect  in  ihe  Good  or  Service  within  3&  days  of  discovery  or  the  defect  Any 
Good  returned  to  WESCO  for  repair,  reptecqnwil  or  refund  under  this  Section  9  will  bo  returned  by  Buyer  In 
accordance  with  WESCO's  resin  n  material  au  Li  tarnation  procedures  then  In  effect.  Returns  lor  a  refund  may  ttt  subject 
lo  restocking  fees 


10.  I  Imitation  of  Liability.  NOTWITHSTANDING  ANYTHING  ELSE  CONTAINED  HEREIN  TO  THE  CONTRARY,  IN 
NO  EVENT  WILL:  (A)  WESCO  BE  LIABLE  TO  BUYER  FOR  ANY  CIRCUMSTANTIAL,  CONSEQUENTIAL, 
CONTINGENT,  EXEMPLARY,  INCIDENTAL,  INDIRECT,  LIQUIDATED,  MATERIAL,  PUNITIVE,  SPECIAL, 
SPECULATIVE  OR  OTHER  DAMAGES,  INCLUDING,  WITHOUT  LIMITATION,  DAMAGES  FOR  LOST  PROFITS, 
SALES  OR  REVENUES,  COST  OF  REPLACEMENT  GOODS,  I  0$T  BUSINESS  OR  BUSINESS  INTERRUPTIONS, 
OR  ATTORNEYS  FEES  OR  COURT  COSTS  ARISING  IN  ANY  MANNER  PURSUANT  TO  OR  IN  CONNECTION 
WITH  THE  AGREEMENT,  THE  GOODS  OR  THE  SERVICES  (EVEN  IF  WESCO  IS  MADE  AWARE  OF  THE 
POTENTIAL  FOR  SUCH  DAMAGES)^  AND  (B)  WESCO'S  TOTAL  1 1 ABILITY  RELATED  TO  ANY  GOOD  OR 
SERVICE  EXCEED  THE  PURCHASE  PRICE  OF  SUCH  GOOD  OR  SERVICE. 

11,  IndgnmifloMiwi, 

X  Upon  prempl  rudica  by  Buyer  of  any  claim  uMJ.S  patent,  copyngfti,  or  trademark  infringement  wilh  i  aspect  to  any 
Goods  ur  Services..  WESCO  wiii  use  its  reasonable  efforts  to  secure  lor  Buyer  such  indemnity  righls  as  the  manufacturer 
may  customarily  give  wilh  respect  to  such  Goods  Tfris  Seaton  tO  sms  torlh  Buyer  s  sole  and  txrJuMve  remedy  against 
WESCO  reguidiig  ihu  infringemanE  by  any  Goods  or  Services  of  any  thiiri  party  inteflactual  property  rights,  mckulmg,  without 
Itoiilution.  any  patents  or  Lmdemaiks, 

B  Buyer  wtl  indemnify,  defend  and  licdd  harmless  WESCO.  ibs  srtarettotderc,  officers,  directors,  employees,  agents  arid 
represematives  tiem  and  against  all  kisses,  damages,  liabilities,  cosls,  and  expanses  including,  put  not  itmfled  to,  janperly 
damage,  tos*  ol  prolils  or  revenue,  loss  ol  use  of  arty  property,  cost  of  capital,  cost  of  purchased  or  replacement  power  or 
tamporary  equipment,  ixjrsonai  or  boddy  Injury,  or  duatli  (“Losses")  thal  may  arise  pursuant  to  or  in  connection  wiJi  the 
Agreement.  Urn  Goods,  nr  die  Baiviois  (mdudaig,  wltltout  Emltalioii.  Losses  arising  in  ixmnectioii  with  Ihe  periorniEince  of 
Services  on  Buyer's  premises  by  WESCO's  ernptoyeas,  represanlatlves,  agents,  or  subcontractors),  regardless  of  wtietitor 
sudi i  Losses  are  suffered  directly  by  Buyer  or  arise  pursuant  lo  or  in  connection  wilh  a  third  party  suit,  claim,  counlerdalrn. 
demand .  judgment  or  oil  ter  act  ton  (each  a  ‘Claim')  and  regard  tests  of  wfieLher  or  not  WESCO  or  any  third- pauy  is 
propurl  Innately  negligent  with  respecl  lo  such  Losses  and/or  Claim,  provided  tiiat  Buyer  need  not  indemnify  WESCO  lor 
WESCO's  oliligalien ,  if  any.  to  Buyer  under  Section  9  al»VB  For  tl*e  avoidance  of  doubt  and  without  tin  lifatinu.  this 
todamrilHcalkHi  obligation  requires  Buyer  to  pay  any  judgments  agHtifai  WESCO  w  anyoilwi  lixtemnififtd  party  resulting 
lium  any  CfaLn,  any  court  costs  ol  WESCO  or  arty  oilier  Jivdeirmifiucl  piarty  in  OOrmeidkm  with  any  Claim,  and  any  reaiinxialdi: 
attomuys'  lees  and  disbursements  incurred  by  WESGO  or  anyoffier  inriemnffieri  party  in  WESCO's  defense  of  any  Claim 
WESCO  wih  have  ilia  sole  arid  exclusive  right  to  conduct  the  defense  of  any  Claim  af  Buyer's  sole  and  exclusive  cost  and 
expanse  Buyer's  iidemndicalton  ob%a|ton  doe-S  pot  depend  on  (he  Iruili  or  accuracy  of  any  alirgaitoiis  maite  against 
WESCO,  Buyer  or  any  II md  (arty 

12,  Product  SuHalillltv.  Goods  sokt  by  WESCO  are  designed  to  irMjel  stetad  U  S  safety  sfaixJaitls  and  regulplions. 
BuL-ause  bull  safely  standards  and  regulations  may  vary  significantly.  WESCO  cannol  guarantee  tfial  the  Gooits  meet  all 
ap(>liceLtle  requremenls  in  each  locality  Buyer  assumes  responsibilily  for  compliance  with  sudi  safety  standards  and 
regulations  m  Iho  tocakiies  in  wtitoh  ihe  Grxxls  will  be  shipped,  $nlc  and  used  Befnrt  puftliaHe  and  use  of  any  Goods, 
Buyer  should  review  tire  product  appitosltofi,  and  national  and  local  omtes  and  regulations,  and  verify  that  Hie  u$«  and 
fasfalaltor  Ol  the  Goods  wffl  comply  wilti  lltern 

13.  Ownership,  WESCO  shall  have  and  retain  ell  right,  title,  and  interest  In  and  lo  any  and  all  trade  secrets,  leclmicaf 
date,  sates  sarvtite  and  product  plans,  mulhodoiogfes.  Iectinkiue$,  designs,  rrtokfs.  tools,  Samples,  systems,  know-how, 
axperiisu  and  adsur  proprietary  mrprmailon  (hat  K  may  use  pursuant  to  or  In  connection  with  any  Services,  ami  Buyer 
slid  It  not  otitain  a  license  to.  or  any  other  properly  rights  In.  any  such  WESCO  property  pursuant  to  or  in  connection 
witii  Lhis  Agrearttenl. 

14  Fx [tori  Controls;  AvaifalrilHy:  Laws. 

A  CeriiJMi  Goods  may  tie  sul^ject  to  export  oontiote  under  the  laws,  regulations  and/or  directives  ol  the  United  States 
and  various  01hw  KXinLries  Buyer  must  compty  wflh  such  tews  and  regulations  and  not  export,  re-export  or  iransler  these 
Goods  to  any  country  to  wlik.li  such  export,  re-export,  or  transfer  is  fot  bidden  or  without  first  olrtaintog  ail  required 
authorizalknis  or  licenses. 

B.  Due  to  otwernmerti  regulations  and  product  avaifabiliiy.  nol  ad  goods  sokt  by  WESCO  may  bu  avaitebte  in  every  aiea 

C.  Buyer  hereby  warrants  and  represent  Him.  it  wiH  compty  with  any  aori  all  t^ws  wtiii  rescied  to  tire  purchase,  uire,  and 
operation  of  any  and  fa  I  Goods  and  Services  For  purposes  (teiaof,  "Laws'  means  any  international,  multinational, 
uatiunal,  foreign,  federal,  stale,  municipal,  local  (or  other  political  subdivision)  or  adminfalralive  laws,  constitutions, 
sfaiutes,  codes,  ordinances,  rules,  regute Lions,  requirement,  standards,  policies  or  guidances  having  tfie  force  of  tew, 
Ire  a  ties,  jitogmenis  or  orders  of  any  kind  or  nainre  whatsoever,  mciudirtg.  wiihout  limitation,  any  |Lnigmer|  nr  prindpte  of 
common  tow 

15,  inteipretalton  of  tho  Aantoniort.  Non*  of  WESCO's  or  Buyer's  sJiareholders,  directors,  officers,  partners, 
managers,  miptoyeus,  agents  or  repose  ntatives  have  any  authority  to  orally  modify  or  altar  In  any  way  Lha  terms  and 
conditions  of  Lire  Agreement.  The  terms,  conditions,  and  limitations  set  forth  in  llio  Agreement  can  be  modified,  altered, 
or  added  lo  only  by  a  subsequent  written  Instrument  signed  by  an  authoriied  retHesuntalivu  of  WESCO  or  liy  language 
fadudmi  on  Iho  face  hereof  Regardless  of  how  many  times  Buyer  purchases,  or  has  purchased,  goods  and  services 
from  WESCO  try  whatever  means,  each  tints  Buyer  accepts  Hie  Agreement,  Buyer  and  WESCO  enter  into  a  separate 
agreement  that  will  be  Interpreted  without  reference  to  any  other  agreement  between  Buyer  and  WESCO,  nr  what 
Buyer  may  claim  tu  he  a  course  of  dealing  or  course  of  performance  thal  has  arisen  between  Buyer  and  WESCO.  No 
Inconsistent  usage  of  trade  or  Industry  custom,  if  any,  prior  to,  contemporaneous  with  or  subsequent  to  the  making  of 
Ihe  Ayrw&iTtenl  will  waive,  vary,  serve  to  expiate  or  serve  lo  interpret  any  of  trie  terms,  conditions  and  limitations  of  Ihe 
Agreement  The  Agreement  is  tire  sofa  and  exclusive  agreement  with  reaped  to  tire  matters  dhrcussed  herein  und  lire 
prevtetou  of  Goods  end  Services  tiers  muter,  (except  for  any  conferriporaneous  writing  agreed  to  ei  writing  by  WESCO 
ex|jresshy  modifying  Hie  terms  and  ocrtridions  hereof,  which  is  hereby  inoerporated  herein  by  reference  and  made  a  part 
heramUnnd  tupersedas  all  prior  and  contomporaneous  agreemtnis  and  understandings,  negottetkms.  teriuceureiiitH, 
re(]reseulHtloiis  or  conditions,  wheUier  oral  or  written,  whether  express  or  implied,  with  respect  to  sucti  matters  Failure 
by  WESCO  to  enforce  any  of  the  terms,  conditions  and  limitattons  ol  the  Agreement  will  not  constitute  a  waiver  ol  those 
terms,  cnuttonons  and  (imitations  ur  a  waiver  of  any  other  terms,  conditions  or  Imitations  of  (Ire  Agreement,  and  tire 
failure  of  WESCO  to  exercise  any  right  (whether  provided  by  the  Agreement,  law.  equity,  or  otherwise)  arising  from 
Buyer's  default  under  the  Agreement  wilt  not  constitute  a  waiver  of  that  right  or  any  ulber  rights. 

1$.  Fordo  Majoure.  WESCO  win  nm  be  kabte  for  its  failure  to  perform  under  the  Agreement  (Including,  wiihout 
limitation,  tho  failure  to  deliver  any  Goods  or  perform  any  Services)  due  to  circumstances  treyuod  Its  control,  including, 
svfitiout  limitation,  fire,  floori,  earthquake,  pesitlenoeorsimifar  OcUa$trophu;  war,  act  of  terrorism,  or  slrik*;  ladt  or  failure 
of  transportation  faciliites,  blioitaye  of  suitable  parts,  materials  nr  tabor,  any  existing  or  future  tow.  rule,  regulation, 
decree,  treaty,  proclamation,  or  order  □(  any  governmental  agency:  inability  to  secure  fuel,  materials,  supplies, 
equipment  or  power  at  reasonable  prices  or  in  sufficient  amounts:  act  ol  God  or  Ihe  public  enemy:  or  any  other  event  Or 
cause  tieyond  WESCO's  reasonable  control,  toctoding,  wiihout  SmftaUon,  any  delay  caused  hy  Buyer  (each,  a  ‘Force 
Maieuro  Event")  If  any  Force  Manure  Event  prevents  WESCO's  performance  of  any  of  ils  obligations  under  the 
Agreement.  WESCO  will  have  the  right  to  (a)  change,  terminate  or  cancel  the  Agreement,  or  (b)  omit  during  toe  period 
of  toe  Force  kfajeure  Event  fat  or  any  portion  of  the  quantity  of  me  Goods  deliverable  during  ilifa  period,  whereupon  tlie 
total  quantity  dsHwerabki  under  ihe  Agreement  wifi  be  reduced  by  ihe  quantity  omitted  If  WESCO  is  unable  to  supply 
file  Intel  demands  fur  any  Goods  to  be  delivered  under  Etfe  Agreement  due  to  a  Force  Majeuru  Event,  WESCO  will 
have  lire  right  to  atiocele  its  available  supply  among  its  customers  in  whatever  manner  WESCO  deems  to  be  lair  and 
equitable  In  no  event  will  WESCO  be  obligated  to  purchase  materials  from  other  than  its  regular  sources  of  supply  in 
order  to  enable  it  to  supply  Goods  to  Buyer  under  tfia  Agreement  No  change,  cancellation  or  proration  by  WESCO  will 
be  deemed  to  be  a  breach  ol  any  clause,  provision,  term,  condition,  or  covenant  of  the  Agreement 

1?.  Choice  of  l  aw:  Choice  of  Venue.  The  negotiation,  execution,  performance,  termination,  interpret ntion  and 
constiucLkm  of  the  Agreement  will  be  governed  by  the  law  of  tlie  Commonwealth  of  Pennsylvania,  except  for 
Pennsylvania’s  choice  of  law  rules,  and  expressly  excluding  toe  United  Nations  Convenlion  on  Contracts  for  lha 
International  Safe  ol  Goods  If  either  WESCO  or  Buyer  brings  a  lawsuit  or  any  other  action  arising  out  of  the 
Agreement  against  Ihe  other  parly,  such  party  must  tile  its  lawsuit  or  oil  tor  action  in  a  state  ur  federal  caxm  (otfafed  In 
Pittsburgh,  Pennsylvania.  WESCO  and  Buyer  expressly  submit  to  the  exclusive  Jurisdiction  of  1 1  Lose  courts  and 
consent  to  venue  in  those  courts,  and  WESCO  and  Buyer  consent  Lo  extra-territorial  service  of  process  on  WESOG 
and  Buyer  in  ihe  event  of  litigatim  pertaining  to  any  mailer  covered  by  tlie  Agreement,  each  of  WESCO  ami  Buyer 
trefuhy  agree  to  waive  any  right  that  it  may  have  to  a  juiy  trial  of  any  or  fa  I  issues  that  may  bu  raised  in  such  litigation 
Nothing  contained  in  the  Agreement  will  be  construed  to  limit  or  waive  any  rights  of  WESCO  under  applicable  Uniled 
Slates  federal,  state.  Or  loofa  tews  Any  provision  of  Hie  Agreement  held  lo  be  invalid.  Jlegel  or  unenforceable  will  be 
ineffective  to  tfia  extent  of  such  invatidity.  iltogality  or  unenforceability  without  affecting  the  validity,  legality  and 
eiiforceBbillly  ol  Ihe  remaining  pravisJors  hereof. 

la.  Binding  AulhorUv  Any  director,  cflicar,  employes,  represaiiiattva,  or  agent  of  Buyer  signing  or  otherwise  entering  into 
(his  Agreement  hereby  represents  and  warrants  that  he  or  site  is  duty  authorizud  to  execute  and  enter  into  this  Agreement 
on  behalf  of  Buyer 


Prepared  For: 

Julian  Rrushi 

WWU 

360-650-4221 
iulian,  rrushi@wwu.edu 


End  User/Proiect: 


AjA  PEAK 


MEASURE 

www.poakmcnsuja.cani 


Ma n u fact ure rs f  R e p re s enl alive 
PO  Box  970,  Ridgefield,  WA  9AG42 
Phone  360-263-0123  Fax  360-263-0124 


Quote  Date:  7/28/2016 


Quote#:  QSEL-16G728-M4 


Exp.  Date:  9/26/2016 


Prepared  By: 

Michelle  Conley 
Peak  Measure 
360-263-0123 

O ne-Time  50%  Disco u nt  Applied  |  michellefoineakmeasure.com 


QUOTATION 

Please  Address  PO  to  the  Vendor: 
Schweitzer  Engineering  Laboratories 
c/o  PEAK  Measure 

2350  NE  Hopkins  Ct,  Pullman,  WA  99163 


Please  Submit  PO's  and  RFQ's  to: 

orders@peakmeasnre.com 


Item  Qty 

Part  Number 

Description 

Unit  Price 

Ext  Price 

i 

1 

3555//HH9H 

SEL-3355 

Powerful.  Rugged,  Reliable, 
Designed  as  a  server-class 
computer 

$8,630.00 

$8,630.00 

2 

1 

0487E3X211XXC4X1 H621 XXX  KEY  8799 

SEL-407E-3, 

Transformer  Protection 

Relay 

$4,160.00 

$4,160.00 

3 

1 

0421421 1 XC4X1 H21XXXXX  KEY  6422 

SEL-421-4, 

Protection,  Automation,  and 
Control  System 

$4,150.00 

$4,150.00 

NOTE:  Most  SEL  products  come  standard  with  a  CD  manual. 

One  complimentary  printed  instruction  manual  is  available  upon  request  with  each  product  purchased. 


Total:  $16,940,1 


Estimated  Lead  Time:  Up  to  30  business  days 


Freight  Prepaid  &  Allowed  within  the  Continental  USA  via  FedEx  Ground;  otherwise  Prepaid  &  Added, 
Freight  Prepaid  &  Added  to  Alaska  via  FedEx  2-Day  unless  the  customer  requests  a  different  method. 

Please  submit  PO*s  to  orders@peakirieasure.com. 

>  PO  must  be  addressed  to  Schweitzer  Engineering  Laboratories  or  SEL  as  the  vendor. 

>  PO  must  specify  Net  30  as  the  Terms. 

>  PO  must  include  complete  part  numbers  and  unit  prices  for  each  line  item. 


Date:  7/28/201 6 


Page  1  of  2 


«  I 


* 


Quote  is  subject  to  all  current  SEL  Sales  Terms,  available  upon  request. 

Lead  times  are  not  guaranteed  and  do  not  include  shipping  time. 

Prices  are  based  on  quantities  quoted  and  may  change  if  quantities  change. 

It  is  the  customer’s  responsibility  to  order  the  exact  configuration  required. 

In  the  event  of  errors  or  omissions,  this  offer  is  void  and  will  be  corrected  on  request. 
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